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import android.support.v4.app.ActivityCompat;
import android.Manifest;

import android.content.pm.PackageManager;
import static android.Manifest.permission.*;

public class MainActivity extends AppCompatActivity{
private static final int MY_REQUEST_ACCESS_CONTACTS = 5;

@0verride
protected void onCreate(Bundle savedInstanceState) {
super.onCreate(savedInstanceState);
setContentView(R.layout.activity_main);
int permission = ActivityCompat.checkSelfPermission(this,
Manifest.permission.READ_CONTACTS);
if (permission != PackageManager.PERMISSION_GRANTED) {
[/ AP-ERE i R R
ActivityCompat.requestPermissions( this,
new String[]{READ_CONTACTS, WRITE_CONTACTS},
MY _REQUEST ACCESS_CONTACTS);
}else{
/1% F Y TRERE R
readContacts();

}
@0verride
public void onRequestPermissionsResult(int requestCode,
String permissions[], int[] grantResults) {
switch (requestCode) {
case MY_REQUEST_ ACCESS_CONTACTS: {
[/ Ar% iR Hs 0 B e g 5] eht ) £
if (grantResults.length > @
&& grantResults[@] == PackageManager.PERMISSION_GRANTED) {

[/ FRA R BT KGR - ol & A Ap B s (T
readContacts();

} else {
[/ F ARG B HEgiEd
new AlertDialog.Builder(this)
.setMessage ("% /f RiFE R A LK b ")
.setPositiveButton("0K", null)
.show();

}

return;

}
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e 2 API Level 17 Android 4.2 (JELLY _BEAN_MR1) Z ?ﬁh’?éﬂ‘pﬁ Pl L ZF A f 71 APP ,72- ﬁy
GF|APP F R TP T2 BRI NG R DHAERERR A
String FILENAME = "hello_file";
String string = "hello world!";

FileOutputStream fos = openFileOutput(FILENAME, Context.MODE WORLD READABLE, );
fos.write(string.getBytes());
fos.close();

% 2425578 # 6| (Android : [EVE])
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FileOutputStream fos = openFileOutput(FILENAME, Context.MODE_PRIVATE);
fos.write(string.getBytes());
fos.close();


https://developer.android.com/reference/android/content/Context.html#MODE_WORLD_READABLE
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%)% Java fhGarbage Collection(GC)ir 4 » B4 4 R &2 mine T ¢ 2 i

% » m String ¥_immutabler A A} &% 4 ?’h/p z ’)]*uﬁ:}ﬂra' null - B 5 2 & %
s v AR EF R 0 EF e 3V 5 s byte array kgt fig
EaRdE - Bbyte BRBE 0 dost - R A T RIGEREY F3 0 P LER
A
- SecretKey key = KeyGenerator.getInstance("DES").generateKey();

byte[] data = key.getEncoded();///kd@ = 4p M i¥ ¥ 2 {5 2 T3 » 1L 73 &3 RAM

for (byte oneByte:data){ oneByte=0;
}
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public class MainActivity extends ActionBarActivity {
String flag = "com.ereach.helloworld";
@Override
protected void onCreate(Bundle savedInstanceState) {
super.onCreate(savedInstanceState);
setContentView(R.layout.activity main);

String encryptPassword = loadPassword();
[/FI e RPN A T e RVCRBAAF  ER Y R ORE RS
// if(encrypt(userInputPassword).equals(encryptPassword))

public static String encrypt(String s){

MessageDigest sha = null;

try{
sha = MessageDigest.getInstance("SHA-256");
sha.update(s.getBytes());

}catch(Exception e){
e.printStackTrace();
return "";

}
return byte2hex(sha.digest());

}
private static String byte2hex(byte[] bytes){

String hs="";

String stmp="";

for (byte myByte: bytes){
stmp=(java.lang.Integer.toHexString(myByte & OXFF));
if (stmp.length()==1) hs=hs+"@"+stmp;
else hs=hs+stmp;

}

return hs.toUpperCase();

L B o ]
private String loadPassword(){
/ /% H properties 4
Properties properties = new Properties();
try{
FileInputStream stream = this.openFileInput("music.cfg");
/135~ A %
properties.load(stream);
properties.load(streaml);

}catch(FileNotFoundException e)
{

return;

}catch(IOException e){

return;

}

return String.valueOf(properties.get("password"));

—
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- //% & * ACCOUNT_MANAGER 22 INTERNET 4#*2
<manifest ... >
<uses-permission android:name="android.permission.ACCOUNT_MANAGER" />
<uses-permission android:name="android.permission.INTERNET" />

</manifest>

//% ¥ CallBack

AccountManager am = AccountManager.get(this);
Bundle options = new Bundle();

am. getAuthToken(

myAccount_, // Account retrieved using getAccountsByType()

"Manage your tasks", // Auth scope

options, // Authenticator-specific options

this, // Your activity

new OnTokenAcquired(), // Callback called when a token is successfully acquired
new Handler(new OnError())); // Callback called if an error occurs

e private class OnTokenAcquired implements AccountManagerCallback<Bundle> {
@Override
public void run(AccountManagerFuture<Bundle> result) {

Intent launch = (Intent) result.getResult().get(AccountManager.KEY_INTENT);
if (launch != null) {

startActivityForResult(launch, 0);

return;

}

}

//E P~ token

private class OnTokenAcquired implements AccountManagerCallback<Bundle> {
@Override
public void run(AccountManagerFuture<Bundle> result) {

// Get the result of the operation from the AccountManagerFuture.
Bundle bundle = result.getResult();

// The token is a named value in the bundle. The name of the value
// is stored in the constant AccountManager.KEY_AUTHTOKEN.
token = bundle.getString(AccountManager.KEY_AUTHTOKEN) ;

}
}
/ /¥ 7" OAuth2 PRF%
URL url = new URL("https://www.googleapis.com/tasks/vl/users/@me/lists?key=" +
your_api_key);
URLConnection conn = (HttpURLConnection) url.openConnection();
conn.addRequestProperty("client_id", your client id);
conn.addRequestProperty("client_secret", your client secret);
conn.setRequestProperty("Authorization", "OAuth " + token);
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¥ 2 A Activity pAc b T - B2 ki s local-session-timeout

@0verride public boolean dispatchTouchEvent(MotionEvent ev) {
lastActivity = new Date().getTime(); //B-{#F & féd (Fenpr i
return super.dispatchTouchEvent(ev);

}

@Override public void onResume() {
long now = new Date().getTime();
if (now - lastActivity > 300000) { J/AET AR p B
// startActivity and force logon } 3}
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Bk mFd vt CAsEpgFaEd cleb PIRE > w0 5 25N 28 F ¢

URL url = new URL ( "https://wikipedia.org" );

= URLConnection urlConnection = url . openConnection ();

InputStream in = urlConnection . getInputStream ();

- copylInputStreamToOutputStream ( in , System . out );

ho% 78 B WK ZHTTP 3-8 > ¥ mecié * HttpsURLConnection 2 & % 4|3 5
HttpURLConnection

public class KeyPinStore {

private static KeyPinStore instance = null;
private SSLContext sslContext = SSLContext.getInstance("TLS");

public static synchronized KeyPinStore getInstance() throws CertificateException,
IOException, KeyStoreException, NoSuchAlgorithmException, KeyManagementException{
if (instance == null){
instance = new KeyPinStore();
}

return instance;

}

private KeyPinStore() throws CertificateException, IOException, KeyStoreException,
NoSuchAlgorithmException, KeyManagementException{
// Load CAs from an InputStream
// (could be from a resource or ByteArrayInputStream or ...)
CertificateFactory cf = CertificateFactory.getInstance("X.509");
// randomCA.crt should be in the Assets directory
InputStream calnput = new
BufferedInputStream(MainActivity.context.getAssets().open("randomCA.crt"));
Certificate ca;
try {
ca = cf.generateCertificate(calnput);
System.out.println("ca=" + ((X509Certificate) ca).getSubjectDN());
} finally {
calnput.close();

}

// Create a KeyStore containing our trusted CAs

String keyStoreType = KeyStore.getDefaultType();
KeyStore keyStore = KeyStore.getInstance(keyStoreType);
keyStore.load(null, null);
keyStore.setCertificateEntry("ca", ca);

// Create a TrustManager that trusts the CAs in our KeyStore
String tmfAlgorithm = TrustManagerFactory.getDefaultAlgorithm();

7


https://developer.android.com/reference/java/net/HttpURLConnection.html
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TrustManagerFactory tmf = TrustManagerFactory.getInstance(tmfAlgorithm);
tmf.init(keyStore);

// Create an SSLContext that uses our TrustManager
// SSLContext context = SSLContext.getInstance("TLS");
sslContext.init(null, tmf.getTrustManagers(), null);

}

public SSLContext getContext(){
return sslContext;

}
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# * Google # - ProGuard » & #-f2;V FE 2 (7R o
% bulid.gradle 4% ® > 3 minifyEnabled :z = true ¥ jx#
buildTypes {
release {
minifyEnabled false
proguardFiles getDefaultProguardFile('proguard-android.txt'),
'proguard-rules.pro'
}
}
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CPQ-03: & /E* App B it * —ﬁﬁlﬁ &€ ¥ 4 %% (Query parameterization) -

% 2 AN O

Language - .
Library Parameterized Query
e String custname = request.getParameter("customerName");
e String query = "SELECT account_balance FROM user_data WHERE user_name
="
4 b
Java - Standard * PreparedStatement pstmt = connection.prepareStatement( query );

- pstmt.setString( 1, custname);
* ResultSet results = pstmt.executeQuery( );

= //HQL

* Query safeHQLQuery = session.createQuery("from Inventory where
productID=:productid");

< safeHQLQuery.setParameter("productid”, userSuppliedParameter);

- //Criteria API

e String userSuppliedParameter = request.getParameter("Product-

Java - Hibernate Description"); // This should REALLY be validated too

« // perform input validation to detect attacks

e Inventory inv = (Inventory)
session.createCriteria(Inventory.class).add

* (Restrictions.eq("productDescription”,
userSuppliedParameter)).uniqueResult();

e String query = "SELECT account_balance FROM user_data WHERE user_name

= ?";
- try {
. OleDbCommand command = new OleDbCommand(query, connection);
. command.Parameters.Add(new OleDbParameter("customerName",
NET/Ci CustomerName Name.Text));

: . OleDbDataReader reader = command.ExecuteReader();
= /] .
» } catch (OleDbException se) {
. // error handling
-}
e string sql = "SELECT * FROM Customers WHERE CustomerId = @CustomerId";
» SqlCommand command = new SqlCommand(sql);

ASP.NET - command.Parameters.Add(new SqlParameter("@CustomerId",

: System.Data.SqlDbType.Int));

- command.Parameters["@CustomerId"].Value = 1;
- # Create
« Project.create!(:name => 'owasp')

Ruby - » # Read

ActiveRecord » Project.all(:conditions => "name = 2", name)
e Project.all(:conditions => { :name => name })
* Project.where("name = :name", :name => name)
- # Update

10
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« project.update_attributes(:name => 'owasp')
> # Delete
e Project.delete(:name => 'name')

e insert_new_user = db.prepare "INSERT INTO users (name, age, gender)
VALUES (?, ? ,?)"

Rub . . v oiopt '
y + insert_new_user.execute 'aizatto', '20', 'male

e $stmt = $dbh->prepare("INSERT INTO REGISTRY (name, value) VALUES
(:name, :value)");
PHP - PDO e $stmt->bindParam(' :name', $name);
* $stmt->bindParam(':value', $value);

« <cfquery name = "getFirst" dataSource = "cfsnippets">
. SELECT * FROM #strDatabasePrefix#_courses WHERE intCourselID =
Cold Fusion . <cfqueryparam value = #intCourseID# CFSQLType = "CF_SQL_INTEGER">

- </cfquery>

e my $sql = "INSERT INTO foo (bar, baz) VALUES ( ?, ? )";
Perl - DBI e my $sth = $dbh->prepare( $sql );
- $sth->execute( $bar, $baz );

11
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SQL 3534 B 421 % +eiid Mot * % gy » B diAs K
tring commandString = "INSERT INTO mytable (idno, name) VALUES
""+userInputIdno+", ' "+userInputName+
try {
mSampleDB.execSQL(commandString);
}catch (SQLException e) {
} finally {
sqlStmt.close();

}

% 242554 § ] (Android : IEE])

% FBcit 2 NErd R jﬁ g1 ixﬁﬁ »
String commandString = "INSERT INTO mytable (idno, name) VALUES (?, ?)";
//® % %Bci- ehSQLiteStatement ! f# - SQL Injection
SQLiteStatement sqlStmt = mSampleDB.compileStatement(commandString);
sqlStmt.bindString(1, userInputIdno);
sqlStmt.bindString(2, userInputName);
try {
sqlStmt.executelnsert();
}catch (SQLException e) {
} finally {
sqlStmt.close();

}

12
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R TR F AP E S AER S ServerLNET Ci)

@ % 3B etk XML
xmlstr = "<username>" + "foo<" + "</username>";

% 242534 § & (Android ; [EE])

libxml_disable_entity loader(true);

DES R T AIC SR R scrverLNETCH)
o i ik XML

XmlNode node = doc.CreateNode("username");
node.Value = "foo<";

13
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Android-@1:Android %= % {7& & * App BR#FIER F Intents > HFALFTRZIEBFERE

* o

7 % 242554 § o) (LEE])

®* 3 dp e dRfc Class o Intent R BEPF T - £72 X 200 T gRRFE > A REF
ﬁi?};@ o

Intent intent = new Intent();

intent.putExtra("RESULT", "Sensitive Info");

startActivity(intent);

% 2420 o) (LEVE)
% @ % Intent k @EFALY Activity, = a#FFRE > R * P2y e Class

A

[/ 2 dg et intent chsEn] 0 EF L H U AR FE BT 0 s AR A
Intent intent = new Intent(this, LoginActivity.class);
intent.putExtra("RESULT", "Not Sensitive Info");
startActivity(intent);

14
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% 2425548 § o) (IEVED)

Sender. java

/] #ERHE R hAction LA

public static final String BROADCAST_ACTION =
"org.appsec.broadcast.action.MYBROADCAST";

//?fﬁ%%ﬁ%%i & Intent # %

Intent intent = new Intent(BROADCAST_ACTION);
/] 4o% F & o 4 F UK TFOR T Intent i
intent.putExtra("UserName", userName);
intent.putExtra("UserId", userld);

/] #ERHEE

sendBroadcast(intent);

Recevier.java
// #p BroadcastReceiver iR #fnjc~ &

public class MyBroadcastReceiver extends BroadcastReceiver {
/] BARBLEAGTEH 2

@0verride

public void onReceive(Context context, Intent intent) {
/] #P~¢ 7 & Intent it ¢ Hffd
String name = intent.getStringExtra("UserName");
String id = intent. getStringExtra ("UserId");

// FliieH E_Activity ~ i > Z & # * Context # i epFiz »
// A Forrig* Tthis | » & @& * 4dcdk 40 Context 4~ 2
Toast.makeText(context, message, Toast.LENGTH_SHORT).show();

AndroidManifest.xml
<?xml version="1.0" encoding="utf-8"?>
<manifest ... >
<application .. >
<!-- % receiver {5 » LR TR/ IT~EHH LH -->
<receiver android:name="MyBroadcastReceiver">
<intent-filter>
<l-- % Action %k Tdpfch R #HE i -->
<action android:name=
" org.appsec.broadcast.action.MYBROADCAST" />
</intent-filter>
</receiver>
</application>
</manifest>

15
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7 % 2423/ § o) (LEED)
SQL 3% B i ¥+ sV 12 3 iy » 8 i Ae &

@0verride
public Cursor query(Uri uri, String[] projection, String selection, String[]
selectionArgs, String sortOrder) {
String groupId = getFromUserInput();//B X F &> 2 v »Fm i * ¥ g » (@
SQLiteDatabase mDB = mHelper. getertableDatabase();
Cursor out = mDB.rawQuery("SELECT * FROM product where group_id="+groupId, null);
out.moveToFirst();
return out;

% 2 A2 o) (1)

% Rt 5N S SQL A et ¥ i~ A dR
@Override
public Cursor query(Uri uri, String[] projection, String selection, String[]
selectionArgs, String sortOrder) {
String groupld = getFromUserInput();//BkF s> ZFH »H 6+ @ * ¥ g » B
SQLiteDatabase mDB = mHelper. getertableDatabase();
Cursor out = mDB.rawQuery("SELECT * FROM product where group_id=?", new

String[ ]{groupId});
out.moveToFirst();
return out;

16
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Android-09: 7% & * App B} Tifig it * —‘,‘E,"ﬁj 2 PIRBHE TR 5 K Intent
Injection 2 8 o

* % AR A § o) (ENE])

TextView tv = (TextView) findViewById(R.id.textview);
InputStreamReader isr = null;
char[] text = new char[1024];
int read;
try {

String urlstr = getIntent().getStringExtra("WEBPAGE_URL");

URL url = new URL(urlstr);

isr = new InputStreamReader(url openConnection().getInputStream());

[/ R & Fr Ok "File:// . AN AR T o A AR EARE L T YRR F A

B TextView ® > @ 2L isg;%mng = F

while ((read=isr.read(text)) != -1) {
tv.append(new String(text, @, read));

} catch (MalformedURLException e) { ...

% 2420 7% § o) (LENED)

TextView tv = (TextView) findViewById(R.id.textview);
InputStreamReader isr = null;
char[] text = new char[1024];
int read;
try {
String urlstr = getIntent().getStringExtra("WEBPAGE_URL");
URL url = new URL(urlstr);
[/4 ~ P rrte 5 B F B i# % http & https protocol, 4% ER|A& # &)t
String prot = url.getProtocol();
if (!"http".equals(prot) && !"https".equals(prot)) {
throw new MalformedURLException("invalid protocol");

}
isr = new InputStreamReader(url.openConnection().getInputStream());
while ((read=isr.read(text)) != -1) {

tv.append(new String(text, 0, read));

} catch (MalformedURLException e) { ..

17
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Server-01 # 8 % App 32 #1F BHIRBFIRE(F F 27 ~FTHAEZ Y 4 8)FE L
EFETARAMEE  EHAEFT 2RAEN B o

= N L e

.0.le-fips DAV/2 PHP

% 2AENAH 0 (kA 1 EERED)
b IS A

telnet www.----- .com.tw 809
HTTP/1.0 200 0K
Date: Sat, 30 Jul 2016 ©5:52:56 GMT

P3P: policyref="http://info. .com/w3c/p3p.xml", ... Cache-Control: max-age=3600, public
Vary: Accept-Encoding]

Content-Type: text/html; charset=UTF-8
Server: ATS

SRY EF-F 1€ T ER RN erver | NET)
Fcv HSTS {41

<?xml version="1.0" encoding="UTF-8"?>

<configuration>
<system.webServer>
<rewrite>
<rules>
<rule name="HTTP to HTTPS redirect" stopProcessing="true">
<match url="(.*)" />
<conditions>
<add input="{HTTPS}" pattern="off" ignoreCase="true" />
</conditions>
<action type="Redirect" url="https://{HTTP_HOST}/{R:1}"
redirectType="Permanent" />
</rule>
</rules>
<outboundRules>
<rule name="Add Strict-Transport-Security when HTTPS" enabled="true">
<match serverVariable="RESPONSE_Strict_Transport_Security"
pattern=".*" />
<conditions>
<add input="{HTTPS}" pattern="on" ignoreCase="true" />
</conditions>
<action type="Rewrite" value="max-age=31536000" />
</rule>
</outboundRules>
</rewrite>
</system.webServer>
</configuration>

18
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Server-06: | PIREZ IR R H 5 2 BB I o
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Hi 4 X-Frame-Options
X-Frame-Options: DENY

X-Frame-Options: SAMEORIGIN
X-Frame-Options: ALLOW-FROM https://example.com/

DENY
The page cannot be displayed in a frame, regardless of the site
attempting to do so.

SAMEORIGIN

The page can only be displayed in a frame on the same origin as the
page itself.

ALLOW-FROM uri
The page can only be displayed in a frame on the specified origin.

19
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Server-10: % CPG-01~CPG-03 ¢ 1% TLS IR Bk ¥ o

T - F AP E R Server))
OpenSSL 1.01f(z mav) s+
2048 A UT P Ak B HEA R B FBE

% 24250 00 (4 1 ¢ EEEEN)

OpenSSL 1.01g( 7 2-#) &%
2048 A (F ) o B RBHE o
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