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// Check the authorization status of our application for Address Book
- (void) checkAddressBookAccess
{
switch (ABAddressBookGetAuthorizationStatus/())
{
// Update our UI if the user has granted access to their Contacts
case kABAuthorizationStatusAuthorized:
[self accessGrantedForAddressBook];
break;
// Prompt the user for access to Contacts if there is no
definitive answer
case kABAuthorizationStatusNotDetermined
[self requestAddressBookAccess];
break;
// Display a message 1f the user has denied or restricted
access to Contacts
case kABAuthorizationStatusDenied:
case kABAuthorizationStatusRestricted:
{
UIAlertView *alert = [[UIAlertView alloc]
initWithTitle:@"Privacy Warning"

message:@"Permission was not granted for Contacts."
delegate:nil
cancelButtonTitle:@"OK"
otherButtonTitles:nil];
[alert show];

}

break;
default:
break;
}
}
ATH T 34 A«
ABNewPersonViewController *picker = [[ABNewPersonViewController alloc]
init];
picker.newPersonViewDelegate = self;
UINavigationController *navigation = [[UINavigationController alloc]

initWithRootViewController:picker];
[self presentViewController:navigation animated:YES completion:nil];
% 20 (BT HI% 3T) A
// Search for the person named "Appleseed" in the address book
NSArray *people = (NSArray
*)CFBridgingRelease (ABAddressBookCopyPeopleWithName (self.addressBook,
CESTR ("Appleseed"))) ;
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// Display "Appleseed" information if found in the address book
if ((people != nil) && [people count])
{
ABRecordRef person = ( bridge ABRecordRef) [people objectAtIndex:0];
ABPersonViewController *picker [ [ABPersonViewController alloc]
init];

picker.personViewDelegate
picker.displayedPerson = person;

// Allow users to edit the person’s information
picker.allowsEditing = YES;
[self.navigationController pushViewController:picker animated:YES];
7155 7.4 <

CFErrorRef *error

= self;

}

= NULL;
ABAddressBookRemoveRecord (self.addressBook,
error) ;

if (error

(ABRecordRef) person,
!= NULL)
{

//if any error happen
UIAlertView

*alert =[[UIAlertView alloc]
initWithTitle:@"Error" message:@"Deleting Contact" delegate:self
cancelButtonTitle:@"Cancel" otherButtonTitles:@"OK",nil];
[alert show];

1

ABAddressBookSave (self.addressBook, NULL) ;
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% 242N AB 6 (10s ¢ CLIEEIENE)

b4 extern unsigned char * CC SHA256 (const void *data, CC LONG le

3

14

unsigned char *md); ¥ % #ic data kiR %1 RESTRE ~ o BT er R R -
B e Salt B4 Rty o blded byte array @ kéhash o E\'—J'F‘f‘;*% {4 e XOR o

. unsigned char obfuscatedSecretKey[] = { 0x33, 0xAD, OxBE, OxEF, O0xDE, O0xAD,

0xBE,

{

con
int
int
for

O0xEF, OxDE

ComputeHash:

st int p =

len = (int)strlen((char*

(int 1 =

l4

0xAD, OxBE
int hash = [Server ComputeHash:obfuscatedSecretKey];
//One-at-a-Time Hash
+(int)

16777619;
hash = (int)2166136261;

0)7

<<
>>
<<
>>
<<

i < len;
hash = (hash *
hash += hash
hash 7= hash
hash += hash
hash 7= hash
hash += hash
return hash;

13;
75
S5
17;
59

datal[i

, OxEF, OxDE, O0xAD, OxBE,

(unsigned char*) data;

)data) ;
i++)
*

1) P

// XOR the class name against the obfuscated key,
unsigned char actualSecretKey[sizeof (obfuscatedSecretKey) ];
i<sizeof (obfuscatedSecretKey); i++)

for

}

(int 1i=0;

actualSecretKey[i] =

A

obfuscatedSecretKey[i]

OxXEF };

to form the real key.

{
obfuscatedSecretKey[i];
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Application Setting Read Exampl

#2k Tt plist R ETA, 0 B 5 LIRS
o //Bt plist ﬁ;;’s&%«L
. NSString *filePath =

ofType:@"plist"];

o NSFileManager *fileManager =
. [self AppendLog:

. // ¥ ¥ plist #h% s 1 H 5

. if

[ [NSBundle mainBundle]

[NSString stringWithFormat:Q@"filePath=%@",

([fileManager fileExistsAtPath:

24
/

[NSFileManager defaultManager];

filePath]) {

’@é%ﬁ%%ﬁiﬁﬁiﬁ’?

u\,

pathForResource:@"secrets"

filePathl]];

. NSMutableDictionary *data = [[NSMutableDictionary alloc]
initWithContentsOfFile:filePath];
. NSString *hash password = [data objectForKey:@"hash password"]; //f&
data ¥ B i@
. NSString *setting lifes = [data objectForKey:@"setting lifes"]; //J
data ¥ B ig
. } else{
. [self AppendLog:@"file not exists"];
}
ﬁf\"ﬁf' &) (i0s : [CIIEENTERS)
protect application parameter example code
o HER TR RUE ONARNAE o R ETER
//Stored as String in program, still not so safe to cracker
NSString *APIKey = @"abcdefl23456";
// Stored as binary array to prevent strings attack
// Stored using SHA (class name) XOR secret
un51gned char obfuscatedSecretKey[] = { 0x3e, Oxcc, 0x9d, Oxca, 0x2f, 0x8a,
Oxf2, Oxcl, 0x57, 0x01, Oxc2, Ox2e, 0x44, Oxea, 0x0d, Oxf5, 0x60, 0x09, 0x99,
Oxe7, 0Oxbl, 0x13, 0x2a, 0x6f, O0x2c, 0Oxa2, Oxfe, 0x12, Oxbb, 0x58, 0x90, 0x85 };
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A FERYFZ MG o A B OAuth2 g5 » M B[F ¥ = 3 i1Token » § 1F3378 ID
OAuth 2 [ #ﬁa/;y

1.7/ 3 7 2 JR7Z
let googleConfig = GoogleConfig(

clientId: "YOUR GOOGLE CLIENT ID", // [1] Define a
Google configuration

scopes: ["https://www.googleapis.com/auth/drive"]) // [2] Specify
scope

let gdModule = AccountManager.addGoogleAccount (googleConfiqg) // [3] Add it to
AccountManager

self.http.authzModule = gdModule // [4] Inject

the AuthzModule

// into the HTTP
layer object

let multipartData = MultiPartData (data: self.snapshot (), // [5] Define
multi-part

name: "image",

filename: "incognito photo",

mimeType: "image/jpg")
let multipartArray = ["file": multipartDatal]

self.http.POST ("https://www.googleapis.com/upload/drive/v2/files", // [6]
Upload image
parameters: multipartArray,
completionHandler: { (response, error) in
if (error != nil) {
self.presentAlert ("Error", message: error!.localizedDescription)
} else {
self.presentAlert ("Success", message: "Successfully uploaded!"™)
}
})
2.3/ App J&* i3
<key>CFBundleURLTypes</key>
<array>
<dict>
<key>CFBundleURLSchemes</key>
<array>
<string>com.raywenderlich.Incognito</string>
</array>
</dict>
</array>
3.7 /< App & " 25
func application(application: UIApplication,
openURL url: NSURL,
sourceBApplication: String?,
annotation: AnyObject?) -> Bool {
let notification = NSNotification (name: AGAppLaunchedWithURLNotification,
object:nil,
userInfo: [UIApplicationLaunchOptionsURLKey:url])
NSNotificationCenter.defaultCenter () .postNotification (notification)
return true
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% 2425 F5 §5 &) (108 : Objective-C)
Device.UUID %’x;vujl,%

[NSString stringWithFormat:@"UUID=%@Q",
identifierForVendor] UUIDString]];

[[[UIDevice currentDevice]
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CPM-03:{7H E* App M3 * I W BYAE » BT ITE #§ 4 PF4 52 (Session time-out)
b 1

% 24284 5 &) (io0s : [CLIEEITERS)

- 10S: local-session-timeout code F /T
- 1 REERE

. [myApp setLoginDate: [NSDate date]];
e - (void) setLoginDate: (NSDate *)indate
o {

. loginDate = indate;

}
- 2. BT BT D FEP
e [NSString stringWithFormat:@"isValidDate=%d", [myApp
isLoginDateValid],

e - (BOOL) isLoginDateValid

°

. if (!loginDate)

. return FALSE;

. //valid for 60 seconds

. NSDate *max date = [loginDate dateByAddingTimeInterval:60];

. return

. (([loginDate compare:[NSDate date]] == NSOrderedAscending)
& &

. ([max date compare:[NSDate date]] ==

NSOrderedDescending)) ;
=
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CPM-05:17H &* 258 i * 5 WE_(Certificate Pinning) * NHREIF A FR N2
PIRES oY 3R F L T T o

% 242N AB 6 (10s ¢ CLIEEIENE)

% 1 SSL Pinning § 4] (11 https://www.owasp.org &
https://gca.nat.gov.tw)
By 0 Pl SSL b 4

1.d fexbfEB-24 > 19| https ssl ceriticate REERFIWH
ex +'/BEGIN CERTIFICATE/, /END CERTIFICATE/p' <(echo | openssl s client -

showcerts -connect www.owasp.org:443) -scqg > file.crt
ex +'/BEGIN CERTIFICATE/,/END CERTIFICATE/p' <(echo | openssl s client -
showcerts -connect gca.nat.gov.tw:443) -scqg > gca.crt

2.2%153% 3 der
openssl x509 -outform der -in owasp.crt -out owasp2.der
openssl x509 -outform der -in gca.crt -out gca2.der

3R R R g
%’L’v]- ! < ¥ NSURLConnectionDelegate
1.% {¥ NSURLConnectionDelegate

2.3 > NSURLConnection

urlconnection = [[NSURLConnection alloc] initWithRequest:theRequest
delegate:self];
3.% & ~ %% SSL Pinning
- (BOOL) connection: (NSURLConnection *)connection
canAuthenticateAgainstProtectionSpace: (NSURLProtectionSpace *)protectionSpace ({

return [protectionSpace.authenticationMethod
isEqualToString:NSURLAuthenticationMethodServerTrust];

}

//¥ % didReceiveAuthenticationChallenge {7 #HHHE

//# %7 ¥ willSendRequestForAuthenticationChallenge p {7 { & AT 7 /L e/ %ES

//%t willSendRequestForAuthenticationChallenge ¥ ¥ i#/T %453 5\

// 1l.useCredential:forAuthenticationChallenge:

// 2.continueWithoutCredentialForAuthenticationChallenge:

// 3.cancelAuthenticationChallenge:

// 4.performDefaultHandlingForAuthenticationChallenge:

// 5.rejectProtectionSpaceAndContinueWithChallenge:

- (void)connection: (NSURLConnection *)connection

didReceiveAuthenticationChallenge: (NSURLAuthenticationChallenge *)challenge {
//Enable Pinning

if ([[[challenge protectionSpace] authenticationMethod] isEqualToString:
NSURLAuthenticationMethodServerTrust]) {
do
{
SecTrustRef serverTrust = [[challenge protectionSpace] serverTrust];
if(nil == serverTrust)

{
[self AppendLog:@"serverTrust is nil"];
break; /* failed */
}
OSStatus status = SecTrustEvaluate (serverTrust, NULL) ;
1f (! (errSecSuccess == status))
{
[self AppendLog:@"SecTrustEvaluate status is errSecSuccess"];
break; /* failed */
}
SecCertificateRef serverCertificate =
SecTrustGetCertificateAtIndex (serverTrust, 0);
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if(nil == serverCertificate)

{
[self AppendLog:@"serverCertificate is nil"];
break; /* failed */

}

CFDataRef serverCertificateData =

SecCertificateCopyData (serverCertificate);

if(nil == serverCertificateData)

{
[self AppendLog:@"serverCertificateData is nil"];
break; /* failed */

}

const UInt8* const data = CFDataGetBytePtr (serverCertificateData);

const CFIndex size = CFDataGetLength (serverCertificateData);
NSData* certl = [NSData dataWithBytes:data length: (NSUInteger)size];
if(nil == certl)

{
[self AppendLog:@"server cert is nil"];
break; /* failed */

}

NSString *file = [[NSBundle mainBundle] pathForResource:@"domain"
ofType:@"der"];

NSData* cert2 = [NSData dataWithContentsOfFile:file];

if(nil == certl || nil == cert2)

{
[self AppendLog:@"local pinning cert is nil"];
break; /* failed */
}
const BOOL equal = [certl isEqualToData:cert2];
if (lequal) {
[self AppendLog:Q@"certs not equal"];
break; /* failed */
}
[self AppendLog:Q@"certs are GOOD"];
// The only good exit point
return [[challenge sender] useCredential: [NSURLCredential
credentialForTrust: serverTrust]
forAuthenticationChallenge: challenge];

} while (0) ;
}
// Bad dog
return [[challenge sender] cancelAuthenticationChallenge: challenge];

|- ¢ <& NSURLSession

5
-~
<ot
=

1.#£ > NSURLSession » I fx# 2 by NSURLSessionDataTask

. NSURLSessionConfiguration *sessionConfig = [NSURLSessionConfiguration
defaultSessionConfiguration];

. urlsession = [NSURLSession sessionWithConfiguration:sessionConfig
delegate:self delegateQueue:nil];

. [[urlsession dataTaskWithURL:url completionHandler:” (NSData * Nullable
data, NSURLResponse * Nullable response, NSError * Nullable error) {

. // response management code

. if (error)

. {

. [self AppendLog: [NSString stringWithFormat:@">> dataTask Error:%Q@",
error.description]];

. }

. else

. {

. [self AppendLog: [NSString stringWithFormat:@">> dataTask got data
%$1lu", data.length]];

. }

. }]1 resume];

2.%% SSL Pinning

.

- (void)URLSession: (NSURLSession *)session
didReceiveChallenge: (NSURLAuthenticationChallenge *)challenge


https://developer.apple.com/library/ios/documentation/Foundation/Reference/NSURLSessionDataTask_class/index.html#//apple_ref/swift/cl/c:objc(cs)NSURLSessionDataTask

OS 1% % -k F x4 L &

completionHandler: (void (") (NSURLSessionAuthChallengeDisposition,
NSURLCredential * Nullable))completionHandler ({

o // Get remote certificate

. SecTrustRef serverTrust = challenge.protectionSpace.serverTrust;

. SecCertificateRef certificate = SecTrustGetCertificateAtIndex (serverTrust,
0);

. // Set SSL policies for domain name check

. NSMutableArray *policies = [NSMutableArray array]:;

. [policies addObject: ( bridge transfer id) SecPolicyCreateSSL (true,
( bridge CFStringRef)challenge.protectionSpace.host)];

. SecTrustSetPolicies (serverTrust, ( bridge CFArrayRef)policies);

© // Evaluate server certificate

. SecTrustResultType result;

. SecTrustEvaluate (serverTrust, &result);

. BOOL certificatelIsValid = (result == kSecTrustResultUnspecified || result
== kSecTrustResultProceed) ;

. // Get local and remote cert data

. NSData *remoteCertificateData =
CFBridgingRelease (SecCertificateCopyData (certificate)) ;

. NSString *pathToCert = [[NSBundle mainBundle]pathForResource:@"domain"
ofType:@"dexr"];

. NSData *localCertificate = [NSData dataWithContentsOfFile:pathToCert];

. // The pinnning check

. if ([remoteCertificateData isEqualToData:localCertificate] &&
certificateIsValid) {

. NSURLCredential *credential = [NSURLCredential
credentialForTrust:serverTrust];

. [self AppendLog:Q@"URLSession pinning completionHandler
credential (GOOD) "] ;

. completionHandler (NSURLSessionAuthChallengeUseCredential, credential);

. } else {

. [self AppendLog:Q@"URLSession pinning completionHandler BAD (NULL)"];

. completionHandler (NSURLSessionAuthChallengeCancelAuthenticationChalleng
e, NULL);

. }
s}

10
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B E A P RHTEESE

- #YER * UINebView : stringByEvaluatingJavaScriptFromString
- (NSString *)stringByEvaluatingJdavaScriptFromString: (NSString
*)script

F2RABEC (L EENEY) - £ ¥ sServer-06
#i 4r X-Frame-Options

X-Frame-Options: DENY

X-Frame-Options: SAMEORIGIN

X-Frame-Options: ALLOW-FROM https://example.com/
DENY

The page cannot be displayed in a frame, regardless of the
site attempting to do so.

SAMEORIGIN
The page can only be displayed in a frame on the same origin
as the page itself.

ALLOW-FROM uri
The page can only be displayed in a frame on the specified
origin.

11
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FRPO - BRI HS > R BRAALRTFe 1273 240 FESBIBRA 4 -

% 24284 5 &) (io0s : [CLIEEITERS)

HEBRIEE . F &S Jail-broken #3% B 4048
+ (BOOL) isJailbroken {
#if ! (TARGET IPHONE SIMULATOR)
if ([[NSFileManager defaultManager]
fileExistsAtPath:Q@"/Applications/Cydia.app"]) {
return YES;
}else if ([ [NSFileManager defaultManager]
fileExistsAtPath:Q@"/Library/MobileSubstrate/MobileSubstrate.dylib"]) {
return YES;
}else if ([ [NSFileManager defaultManager] fileExistsAtPath:Q@"/bin/bash"]) {
return YES;
}else if ([[NSFileManager defaultManager] fileExistsAtPath:Q@"/usr/sbin/sshd"]) {
return YES;
}else if ([ [NSFileManager defaultManager] fileExistsAtPath:Q@"/etc/apt"]) {
return YES;
}
if([[UIApplication sharedApplication] canOpenURL: [NSURL
URLWithString:Q@"cydia://package/com.example.package"]]) {
//Device is jailbroken
return YES;
}
//try write /private
NSError *error;
NSString *stringToBeWritten = @"This is a test.";
[stringToBeWritten writeToFile:Q@"/private/jailbreak.txt" atomically:YES
encoding:NSUTF8StringEncoding error:&error];
if (error==nil) {
//Device is jailbroken
return YES;
} else {
[[NSFileManager defaultManager] removeltemAtPath:@"/private/jailbreak.txt"
error:nil];
}
#endif
//A1ll checks have failed. Most probably, the device is not jailbroken
return NO;
}
108 : # B J5.% DEBUG #;' k4545 (for release version)
//{E% DEBUG H-3\ eh#y {7
#import <dlfcn.h>
#import <sys/types.h>
typedef int (*ptrace ptr t) (int request, pid t pid, caddr t addr, int data);
#if !defined (PT DENY ATTACH)
#define PT DENY ATTACH 31
fendif
void disable gdb () {
void* handle = dlopen (0, RTLD GLOBAL | RTLD NOW) ;
ptrace ptr t ptrace ptr = dlsym(handle, "ptrace"):;
ptrace ptr (PT DENY ATTACH, 0, 0, 0);
dlclose (handle) ;
}
int main(int argc, char * argv[]) {
#if ! (DEBUG) // Don't interfere with Xcode debugging sessions.
disable gdb () ;
#endif
@autoreleasepool {
return UIApplicationMain (argc, argv, nil, NSStringFromClass ([AppDelegate
class]));

}

12
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}
108 P F (obfuscator) A

108 i\ £ ES o ¢ F£F /F7 Class rename ; 7 F B FIEETF

;LE';LFf_l £

pf4r : PreEmptive Protection for i0S § BA-T ik 7

AT R
int max(int x, int y) {
int switchvar = 1942843;
while (true) {
switch (switchvar) {
case 598232:
return y;
case 1942843:
if (x >= y) |

switchvar = 8289314;
} else {
switchvar = 598232;
}
break;

case 8289314:
return x;

13
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% 242575 5 0] (10S: Objective-C)!
- (BOOL)

#1
e » &R~ 5 Email

MR BE RS o S M

validEmail: (NSString*)
if([emailString length]==
return NO;

}

NSString

CPO-O01: 8+ f® App ¥ fcAM# » 84> ¥ FRUYL LRL IR  #LELH
Bl

emailString {
) {
*regExPattern
NSRegularExpression *regEx
error:nil];

Q" [A-Z0-%a-z.
initWithPattern:regExPattern options:NSRegularExpressionCaselnsensitive
NSUInteger regExMatches
if (regExMatches ==

return NO;
} else {

options:0 range:NSMakeRange (
0)

0,
{
}
}

[[NSRegularExpression alloc]
return YES;

[emailString lengthl])];

$+-]1+@[A-Za-z0-9.-1+\\.[A-Za-z]{2,4}";
[regEx numberOfMatchesInString:emailString

LS TN T IIC N R Nl crver[NETCH)
- BB LR S

.NET # * RegularExpressionValidator
Gldcte B EHF B~ 6 1 10 i o

ValidationExpression="[a-zA-Z]{6,10}"

R B RA TN R Y g e o

14
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int len

#&* App { Qﬁﬁﬁﬁ?*ﬁmj*" Fiﬁﬁlﬁﬁlﬂﬂ%ﬁﬁhax
#] Buffer overflow/underflow i = ¥ 2| BF °
2425578 §¢ 6] (ios ¢ [CLIESIERS)

s fA ||—

strncpy (buf

e strcat,strcpy,strncat, strncpy,sprintf vsprintf,gets
ST GRATHGL  FTERTE 2N S g AT
(int)self.myInput.text.length;
char buf[len+1];
//strncpy

2

7. BL o

[self.myInput.text UTF8String]
ets

N7 % &) (ios : [CIIEEITERS)
k}.,}(.g »f’?L/;, ;-'_,

, len)
int len =

e strlcat,strlcpy,stricat,strlcpy,snprintf,asprintf,vsnprintf,vasprintf, fqg
"f TEEZT DI S g’/’*E;o
(int)self.myInput.text.length;

char buf[len+l1];

//strlpy

strlcpy (buf

[self.myInput.text UTF8String]

4

len) ;

15
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CPQ-03: 7% E* App #{ &t * '?,‘ﬁ’] » B ET M $¥i (Query parameterization) -

% RAENA O

Language -

Library Parameterized Query

e String custname = request.getParameter ("customerName") ;
e String query = "SELECT account balance FROM user data WHERE
user name = ? ";
Java - Standard e PreparedStatement pstmt = connection.prepareStatement( query );
e pstmt.setString( 1, custname) ;
* ResultSet results = pstmt.executeQuery( );

* //HQL

* Query safeHQLQuery = session.createQuery ("from Inventory where
productID=:productid") ;

e safeHQLQuery.setParameter ("productid", userSuppliedParameter);

e //Criteria API

e String userSuppliedParameter = request.getParameter ("Product-
Description"); // This should REALLY be validated too

e // perform input validation to detect attacks

e Inventory inv = (Inventory)
session.createCriteria(Inventory.class) .add

e (Restrictions.eqg("productDescription",
userSuppliedParameter) ) .uniqueResult () ;

Java -
Hibernate

e String query = "SELECT account balance FROM user data WHERE
user name = ?";

- try {

. OleDbCommand command = new OleDbCommand (query, connection);

. command . Parameters.Add (new OleDbParameter ("customerName",
CustomerName Name.Text)) ;

. OleDbDataReader reader = command.ExecuteReader ():;

o // .

* } catch (OleDbException se) {

= // error handling

°}

.NET/C#

e string sgql = "SELECT * FROM Customers WHERE CustomerId =
@CustomerId";
e SglCommand command = new SglCommand (sql) ;
ASP.NET * command.Parameters.Add (new SqglParameter ("@CustomerId",
System.Data.SqlDbType.Int)) ;
e command.Parameters["Q@CustomerId"].Value = 1;

* # Create
e Project.create! (:name => 'owasp')
* # Read
Ruby - e Project.all(:conditions => "name = ?", name)
ActiveRecord e Project.all(:conditions => { :name => name })
e Project.where ("name = :name", :name => name)
e # Update
* project.update attributes (:name => 'owasp')
- # Delete

16



Language -

Library

Ruby

PHP -

PDO

Cold Fusion

Perl -

DBI

Parameterized Query

Project.delete (:name => 'name')

insert new user = db.prepare "INSERT INTO users (name, age,
gender) VALUES (2, 2?2 ,?2)"
insert new user.execute 'aizatto', '20', 'male'

Sstmt = $dbh->prepare ("INSERT INTO REGISTRY (name, value) VALUES
(:name, :value)");

$stmt->bindParam (' :name', $name) ;

$stmt->bindParam(':value', $value);

<cfquery name = "getFirst" dataSource = "cfsnippets">
SELECT * FROM #istrDatabasePrefix# courses WHERE intCourseID

<cfqueryparam value = #intCourseID# CFSQLType =
"CF SQL INTEGER">
</cfquery>

my $sgl = "INSERT INTO foo (bar, baz) VALUES ( 2, 2 )";
my $sth = $dbh->prepare( $sql );
$sth->execute( $bar, $baz );

17
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CPQ-05:{7# &* App BF (FiBigi * —?{ﬁ]» 2 RREREFAHY L ER SQL

injection 2. F § o

7 % 24235 ¢ 0] (ios ¢ QIESIEE)
sqlite 3>

- (IBAction) insertUnsafe : (id) sender
{
BOOL rst = [self executeSQL:[NSString stringWithFormat:Q@"INSERT INTO
Setting (SKey, SValue) VALUES('%@Q@','%@"'")", self.edit key.text,
self.edit value.text]];

}

242N 0 (ios : [CIESIERE)

Z
FTALE D sglite X FE 3% > W CPQ-03 : Query parameterization
- (IBAction) insertSafe : (id) sender

{

sglite3 stmt *statement;
BOOL DONE = TRUE;
char *sgl = "INSERT INTO Setting(SKey,SValue) VALUES (?,°?)";

if (sglite3 prepare v2 (database,sqgl, -1, &statement,NULL) == SQLITE OK) {
sglite3 bind text (statement,l, [self.edit key.text UTF8String],-1,
SQLITE TRANSIENT) ;
sglite3 bind text (statement,2, [self.edit value.text UTF8String],-1,
SQLITE TRANSIENT) ;
if (sglite3 step(statement) != SQLITE DONE) {
DONE = FALSE;
NSLog (@"Erroxr") ;

}

else
DONE = FALSE;
sglite3 finalize (statement) ;
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Injection 2. % ¢ -

PRREIBFEG (RT AP Server|.NET C# )
3P 4R XML

xmlstr = "<username>" + "foo<" + "</username>";
FRAEABP O (T A Server|.NET C# )}

8 % it asE XML

XmlNode node = doc.CreateNode ("username") ;
node.Value = "foo<";
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i0S-01:#Jg # * Keychain

nl -+
#

FE)
X ARABEG

i+ % /5 (Use the Keychain carefully) °
BBt AT G RF 0 Bl AL

A H
CE Y2 - ¥ JN{Objective-C)
TRy - N

7

BEERR o
// Protect the keychain entry so it's only valid when the device is
unlocked.
[dictionary setObject: (
id) kSecAttrAccessible];

bridge
id) kSecAttrAccessibleWhenUnlockedThisDeviceOnly forKey: (

bridge
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i08-02: ;5 FHENRE FTH AR MUEF P AT AR LN FHET App @ * API R &
Yo B A2N IEHEAE TR R - & (Snapshots) & 1§ ¥ R e

OF T 1Y ¥ JaN{Objective-C)

- R EFAY F 0 REER R 2
L4 (F/% %% B ¥ secure-image.png (320x568 for iPhone)

e - (void)applicationDidEnterBackground: (UIApplication
*)application {
. // Use this method to release shared resources, save user

data, invalidate timers, and store enough application state
information to restore your application to its current state in
case it is terminated later.

. // If your application supports background execution, this
method is called instead of applicationWillTerminate: when the
user quits.

. if (!self.backgroundImage) {

= UIImageView *myBanner = [[UIImageView alloc]
initWithImage: [UIImage imageNamed:@"secure-image.png"]];

. self.backgroundImage = myBanner;

- }

. [self.window addSubview:self.backgroundImage];

. // you can hide security field here

/] R

. // [viewControl.secure field setHidden:TRUE];

o J

e — (void)applicationWillEnterForeground: (UIApplication
*)application {

°© // Called as part of the transition from the background to

the inactive state; here you can undo many of the changes made
on entering the background.

. if (self.backgroundImage)
°© [self.backgroundImage removeFromSuperview];
. // you should visi security field here

T IE T I
// [viewControl.secure field setHidden:FALSE];
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@interface myInputStream : NSObject {

NSInputStream *stream;

(void) initialize

— 4

stream = NSInputStream inputStreamWithFileAtPath:somepathl]];

—

- (void)dealloc

// % & +Hrelease
//[stream release];
[super dealloc];

SF SR ¥ FPCWitt)

Swift Ja¥k5e 414 K AL
itz
class Person {

let name: String

init (name: String) { self.name = name }
var apartment: Apartment?
deinit { print("\ (name) is being deinitialized") }

}
class Apartment
let unit: String

init (unit: String) { self.unit = unit }

var tenant: Person?

deinit { print ("Apartment \ (unit) is being deinitialized") }
}
SHcy 4

var john: Person?
var unit4A: Apartment?

behl -

john = Person (name: "John Appleseed")
unit4A = Apartment (unit: "4A")

M Cadp i

john! .apartment = unit4A
unit4A!.tenant = john

oy

john = nil

unit4A = nil

\

N

5 J)48.ik i F R ARC fj# FFFiE IF 0 Zefg

“
N&
%

FTIET
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var john | ( var unit4A

<Person instance>

<Apartment instance>
name: "John Appleseed" unit: "4A"
apartment: <Apartment instance> ‘ tenant: <Person instance> ‘
SR -E ¥ AR witt)
2 24 g 4L -2 23 SR
VE TR e 4B AT 0 e 3 A4A
class Apartment
let unit: String
init (unit: String) { self.unit unit }
weak var tenant: Person?

deinit { print ("Apartment \ (unit) is being deinitialized")
}

}
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i0S-04:fc?* App Transport Security (ATS) 3K E_°
7% 2 ARAE B

Fol- ¢ 2H B ATS
NSAppTransportSecurity

NSAllowsArbitraryLoads = YES
Foblo R 3R TLS
NSAppTransportSecurity
NSExceptionDomains
"less-secure.example.com"
NSExceptionRequiresForwardSecrecy = NO
NSExceptionMinimumTLSVersion = "TLSv1.0"
FHlZ L R ATS
NSAppTransportSecurity

NSAllowsArbitraryLoads = NO // Shown for clarity; this is the
default

NSExceptionDomains
"secure-server-i-control.example.com"
NSExceptionAllowsInsecureHTTPLoads = YES
NSExceptionRequiresForwardSecrecy = NO

NSExceptionMinimumTLSVersion = "TLSv1.0"
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Server-01 £ { ﬁv%? App it 2. BB PIRE(F FRE CFHREZY AR
AT PR ls;t’ﬁ—'l?,?: 8 {7%
J:}_fiﬁm%f:ﬂ](wéi# g Server)
o) 4-i8 ¥ openssL =+ [ HIGI: - ¢ 7255 -

ul,

)
i
R
g
=
(s
o

Esca-e character is

T 2AEABP G (ki g BEE)

Cache-Control:

max-age=3600,

ary: Accept-Encoding
Content-Type: text/html; charset=UTF-8
Server: ATS

CF T ¥ NE TR R Server | NET)
Fo* HSTS 41

<?xml version="1.0" encoding="UTF-8"?>

<configuration>
<system.webServer>
<rewrite>
<rules>
<rule name="HTTP to HTTPS redirect" stopProcessing="true">
<match url="(.*)" />
<conditions>
<add input="{HTTPS}" pattern="off" ignoreCase="true" />
</conditions>
<action type="Redirect" url="https://{HTTP HOST}/{R:1}"
redirectType="Permanent" />
</rule>
</rules>
<outboundRules>
<rule name="Add Strict-Transport-Security when HTTPS" enabled="true">
<match serverVariable="RESPONSE Strict Transport Security"
pattern=".*" />
<conditions>
<add input="{HTTPS}" pattern="on" ignoreCase="true" />
</conditions>
<action type="Rewrite" value="max-age=31536000" />
</rule>
</outboundRules>
</rewrite>
</system.webServer>
</configuration>

Server-06: % F FIREZFFHF R EHH 2 BEHIFE -
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% 2AENEE G (T 1®  BEE)

#i 4r X-Frame-Options
X-Frame-Options: DENY

X-Frame-Options: SAMEORIGIN

X-Frame-Options: ALLOW-FROM https://example.com/
DENY

The page cannot be displayed in a frame, regardless of the
site attempting to do so.

SAMEORIGIN

The page can only be displayed in a frame on the same origin
as the page itself.

ALLOW-FROM uri

The page can only be displayed in a frame on the specified
origin.
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Server-10: %% CPG-01~CPG-03 § ¥ TLS FIREHK T o

EF T ET-F AN ER" R seiver)
OpenSSL 1.01f(z M™) *»)A
2048 AT s~ A RGHEA G CHAITRE -

LY B ¥ IONER S sciver)

OpenSSL 1.01g(7 2-18) k=&
2048 =R (F)MF > BTG RBHE -
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