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1.7/ 3 7 2 JR7Z

let googleConfig = GoogleConfig(

clientId: "YOUR GOOGLE CLIENT ID",

Google configuration

scopes: ["https://www.googleapis.com/auth/drive"])
scope

let gdModule = AccountManager.addGoogleAccount (googleConfiqg)
AccountManager

self.http.authzModule = gdModule

the AuthzModule

layer object

let multipartData = MultiPartData (data: self.snapshot (),
multi-part

name: "image",
filename: "incognito photo",
mimeType: "image/jpg")

let multipartArray = ["file": multipartDatal]

//
/7

/7
/7
//

//

self.http.POST ("https://www.googleapis.com/upload/drive/v2/files",

Upload image
parameters: multipartArray,
completionHandler: { (response, error) in
if (error != nil) {

self.presentAlert ("Error", message: error!.localizedDescription)

} else {

self.presentAlert ("Success", message: "Successfully uploaded!"™)

}
})
2.3/ App J&* i3
<key>CFBundleURLTypes</key>
<array>
<dict>
<key>CFBundleURLSchemes</key>
<array>
<string>com.raywenderlich.Incognito</string>
</array>
</dict>
</array>
3.7 /< App & " 25
func application (application: UIApplication,
openURL url: NSURL,
sourceBApplication: String?,
annotation: AnyObject?) -> Bool {

[1] Define a

[2] Specify

[3] Add it to
[4] Inject

into the HTTP

[5] Define

/7 [6]

let notification = NSNotification (name: AGAppLaunchedWithURLNotification,

object:nil,
userInfo: [UIApplicationLaunchOptionsURLKey:url])

NSNotificationCenter.defaultCenter () .postNotification (notification)

return true
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- 10S: local-session-timeout code F /T
- 1 REERE

. [myApp setLoginDate: [NSDate date]];
e - (void) setLoginDate: (NSDate *)indate
o {

. loginDate = indate;

}
- 2. BT BT D FEP
e [NSString stringWithFormat:@"isValidDate=%d", [myApp
isLoginDateValid],

e - (BOOL) isLoginDateValid

°

. if (!loginDate)

. return FALSE;

. //valid for 60 seconds

. NSDate *max date = [loginDate dateByAddingTimeInterval:60];

. return

. (([loginDate compare:[NSDate date]] == NSOrderedAscending)
& &

. ([max date compare:[NSDate date]] ==

NSOrderedDescending)) ;
=
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% 1 SSL Pinning § 4] (11 https://www.owasp.org &
https://gca.nat.gov.tw)
By 0 Pl SSL b 4

1.d fexbfEB-24 > 19| https ssl ceriticate REERFIWH
ex +'/BEGIN CERTIFICATE/, /END CERTIFICATE/p' <(echo | openssl s client -

showcerts -connect www.owasp.org:443) -scqg > file.crt
ex +'/BEGIN CERTIFICATE/,/END CERTIFICATE/p' <(echo | openssl s client -
showcerts -connect gca.nat.gov.tw:443) -scqg > gca.crt

2.2%153% 3 der
openssl x509 -outform der -in owasp.crt -out owasp2.der
openssl x509 -outform der -in gca.crt -out gca2.der

3R R R g
%’L’v]- ! < ¥ NSURLConnectionDelegate
1.% {¥ NSURLConnectionDelegate

2.3 > NSURLConnection

urlconnection = [[NSURLConnection alloc] initWithRequest:theRequest
delegate:self];
3.% & ~ %% SSL Pinning
- (BOOL) connection: (NSURLConnection *)connection
canAuthenticateAgainstProtectionSpace: (NSURLProtectionSpace *)protectionSpace ({
return [protectionSpace.authenticationMethod
isEqualToString:NSURLAuthenticationMethodServerTrust];

}

//¥ # didReceiveAuthenticationChallenge {7 #HHRHE

//# %7 ¥ willSendRequestForAuthenticationChallenge p {7 { & AT 7 /L e/ %ES

//%t willSendRequestForAuthenticationChallenge ¥ ¥ i#/T %453 5\

// 1l.useCredential:forAuthenticationChallenge:

// 2.continueWithoutCredentialForAuthenticationChallenge:

// 3.cancelAuthenticationChallenge:

// 4.performDefaultHandlingForAuthenticationChallenge:

// 5.rejectProtectionSpaceAndContinueWithChallenge:

- (void)connection: (NSURLConnection *)connection

didReceiveAuthenticationChallenge: (NSURLAuthenticationChallenge *)challenge {
//Enable Pinning

if ([[[challenge protectionSpace] authenticationMethod] isEqualToString:
NSURLAuthenticationMethodServerTrust]) {
do
{
SecTrustRef serverTrust = [[challenge protectionSpace] serverTrust];
if(nil == serverTrust)

{

[self AppendLog:@"serverTrust is nil"];
break; /* failed */
}
OSStatus status = SecTrustEvaluate (serverTrust, NULL) ;
1f (! (errSecSuccess == status))
{
[self AppendLog:@"SecTrustEvaluate status is errSecSuccess"];
break; /* failed */
}
SecCertificateRef serverCertificate =
SecTrustGetCertificateAtIndex (serverTrust, 0);
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if(nil == serverCertificate)

{
[self AppendLog:@"serverCertificate is nil"];
break; /* failed */

}

CFDataRef serverCertificateData =

SecCertificateCopyData (serverCertificate);

if(nil == serverCertificateData)

{
[self AppendLog:@"serverCertificateData is nil"];
break; /* failed */

}

const UInt8* const data = CFDataGetBytePtr (serverCertificateData);

const CFIndex size = CFDataGetLength (serverCertificateData);
NSData* certl = [NSData dataWithBytes:data length: (NSUInteger)size];
if(nil == certl)

{

[self AppendLog:@"server cert is nil"];
break; /* failed */
}

NSString *file = [[NSBundle mainBundle] pathForResource:@"domain"
ofType:@"der"];

NSData* cert2 = [NSData dataWithContentsOfFile:file];

if(nil == certl || nil == cert2)

{
[self AppendLog:@"local pinning cert is nil"];
break; /* failed */
}
const BOOL equal = [certl isEqualToData:cert2];
if (lequal) {
[self AppendLog:Q@"certs not equal"];
break; /* failed */
}
[self AppendLog:Q@"certs are GOOD"];
// The only good exit point
return [[challenge sender] useCredential: [NSURLCredential
credentialForTrust: serverTrust]
forAuthenticationChallenge: challenge];

} while (0) ;
}
// Bad dog
return [[challenge sender] cancelAuthenticationChallenge: challenge];

}
%ﬁﬂ: ! < * NSURLSession
1.#£ > NSURLSession » I fx# 2 by NSURLSessionDataTask

. NSURLSessionConfiguration *sessionConfig = [NSURLSessionConfiguration
defaultSessionConfiguration];

. urlsession = [NSURLSession sessionWithConfiguration:sessionConfig
delegate:self delegateQueue:nil];

. [[urlsession dataTaskWithURL:url completionHandler:” (NSData * Nullable
data, NSURLResponse * Nullable response, NSError * Nullable error) {

. // response management code

. if (error)

. {

. [self AppendLog: [NSString stringWithFormat:@">> dataTask Error:%Q@",

error.description]];

© }

. else

© {

. [self AppendLog: [NSString stringWithFormat:@">> dataTask got data
%$1lu", data.length]];

© }

. }] resume];
2.%% SSL Pinning
e —(void)URLSession: (NSURLSession *)session

didReceiveChallenge: (NSURLAuthenticationChallenge *)challenge


https://developer.apple.com/library/ios/documentation/Foundation/Reference/NSURLSessionDataTask_class/index.html#//apple_ref/swift/cl/c:objc(cs)NSURLSessionDataTask
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completionHandler: (void (") (NSURLSessionAuthChallengeDisposition,
NSURLCredential * Nullable))completionHandler ({
// Get remote certificate

SecTrustRef serverTrust = challenge.protectionSpace.serverTrust;

SecCertificateRef certificate = SecTrustGetCertificateAtIndex (serverTrust,
0);

// Set SSL policies for domain name check

NSMutableArray *policies = [NSMutableArray array];

[policies addObject: ( bridge transfer id)SecPolicyCreateSSL (true,
( bridge CFStringRef)challenge.protectionSpace.host)];

SecTrustSetPolicies (serverTrust, ( bridge CFArrayRef)policies);

// Evaluate server certificate

SecTrustResultType result;

SecTrustEvaluate (serverTrust, &result);

BOOL certificatelIsValid = (result == kSecTrustResultUnspecified || result
kSecTrustResultProceed) ;

// Get local and remote cert data

NSData *remoteCertificateData =

CFBridgingRelease (SecCertificateCopyData (certificate)) ;

NSString *pathToCert = [[NSBundle mainBundle]pathForResource:@"domain"
ofType:@"dexr"];
NSData *localCertificate = [NSData dataWithContentsOfFile:pathToCert];
// The pinnning check
if ([remoteCertificateData isEqualToData:localCertificate] &&
certificateIsValid) {
NSURLCredential *credential = [NSURLCredential

credentialForTrust:serverTrust];
[self AppendLog:Q@"URLSession pinning completionHandler
credential (GOOD) "] ;
completionHandler (NSURLSessionAuthChallengeUseCredential, credential);
} else {
[self AppendLog:Q@"URLSession pinning completionHandler BAD (NULL)"];
completionHandler (NSURLSessionAuthChallengeCancelAuthenticationChalleng
e, NULL);
}
}
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- (IBAction) insertUnsafe : (id) sender
{
BOOL rst = [self executeSQL: [NSString stringWithFormat:@"INSERT INTO
Setting (SKey, SValue) VALUES('%@','%@"')", self.edit key.text,
self.edit value.text]];

}

% 24284 § 6 (io0s : CLIEEITERS)

FHE D sglite X FES 74 » T CPQ-03 : Query parameterization
- (IBAction) insertSafe : (id) sender
{

sglite3 stmt *statement;

BOOL DONE = TRUE;

char *sgl = "INSERT INTO Setting(SKey, SValue) VALUES (?,?)";

if (sglite3 prepare v2 (database,sqgl,-1, &statement,NULL) == SQLITE OK) {
sglite3 bind text (statement,l, [self.edit key.text UTF8String],-1,
SQLITE TRANSIENT) ;
sglite3 bind text (statement,2, [self.edit value.text UTF8String]l,-1,
SQLITE TRANSIENT) ;
if (sglite3 step(statement) != SQLITE DONE) {
DONE = FALSE;
NSLog (Q"Error") ;

}
else
DONE = FALSE;
sglite3 finalize(statement) ;
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°© // Protect the keychain entry so it's only valid when the device is
unlocked.

. [dictionary setObject: ( bridge
id) kSecAttrAccessibleWhenUnlockedThisDeviceOnly forKey: ( Dbridge

id) kSecAttrAccessible];
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L4 (F/% %% B ¥ secure-image.png (320x568 for iPhone)

e - (void)applicationDidEnterBackground: (UIApplication
*)application {
. // Use this method to release shared resources, save user

data, invalidate timers, and store enough application state
information to restore your application to its current state in
case it is terminated later.

. // If your application supports background execution, this
method is called instead of applicationWillTerminate: when the
user quits.

. if (!self.backgroundImage) {

= UIImageView *myBanner = [[UIImageView alloc]
initWithImage: [UIImage imageNamed:@"secure-image.png"]];

. self.backgroundImage = myBanner;

- }

. [self.window addSubview:self.backgroundImage];

. // you can hide security field here

/] R

. // [viewControl.secure field setHidden:TRUE];

o J

e — (void)applicationWillEnterForeground: (UIApplication
*)application {

°© // Called as part of the transition from the background to

the inactive state; here you can undo many of the changes made
on entering the background.

. if (self.backgroundImage)
°© [self.backgroundImage removeFromSuperview];
. // you should visi security field here

T IE T I
// [viewControl.secure field setHidden:FALSE];
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Fol- ¢ 2H B ATS
NSAppTransportSecurity

NSAllowsArbitraryLoads = YES

Foblo R 3R TLS
NSAppTransportSecurity
NSExceptionDomains
"less-secure.example.com"
NSExceptionRequiresForwardSecrecy = NO
NSExceptionMinimumTLSVersion = "TLSv1.0"
FHlZ L R ATS
NSAppTransportSecurity

NSAllowsArbitraryLoads = NO // Shown for clarity; this is the
default

NSExceptionDomains
"secure-server-i-control.example.com"
NSExceptionAllowsInsecureHTTPLoads = YES
NSExceptionRequiresForwardSecrecy = NO

NSExceptionMinimumTLSVersion = "TLSv1.0"
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Esca-e character is

/1.0.1e-fips DAV/2 PHF

T 2AEABP G (ki g BEE)

Cache-Control: max-age=3600,

ary: Accept-Encoding

Content-Type: text/html; charset=UTF-8
Server: ATS

CF T ¥ NE TR R Server | NET)
Fo* HSTS 41

<?xml version="1.0" encoding="UTF-8"?>

ed="true">
ty"

/>

<configuration>
<system.webServer>
<rewrite>
<rules>
<rule name="HTTP to HTTPS redirect" stopProcessing="true">
<match url="(.*)" />
<conditions>
<add input="{HTTPS}" pattern="off" ignoreCase="true" />
</conditions>
<action type="Redirect" url="https://{HTTP HOST}/{R:1}"
edirectType="Permanent" />
</rule>
</rules>
<outboundRules>
<rule name="Add Strict-Transport-Security when HTTPS" enabl
<match serverVariable="RESPONSE Strict Transport Securi
pattern=".*" />
<conditions>
<add input="{HTTPS}" pattern="on" ignoreCase="true"
</conditions>
<action type="Rewrite" value="max-age=31536000" />
</rule>
</outboundRules>
</rewrite>
</system.webServer>
</configuration>
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