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g Onward Security Profile

Advantages and Experiences
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40 CVE-ID Discovered

o fE=R: 52 Security Certificate FI rst _ &) =
- Provide Connected
EIKE m B AR devices security testing lab
BAEmAE in Taiwan with
ISLA Awards
3 v accreditation of ISO/IEC

AT&iMEE: 17025

@ BE - EH Only One
mE - BlFh

Testing report have been
© ONWARD SECURITY CORPORATION 2014

accepted by European
telecom operator and U.S
FTC in Taiwan
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a Main Customers

Netcom, ICS/SCADA, Mobile manufacturer : 22
Financial, Aviation industry, SI : 32
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* Host, Web, Network
* Mobile, Apps
* Embedded, ICS/SCADA
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« IoT, Wireless
« Smart Home, Wi-Fi
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« Smart Meter, Radio
Frequency(RF)

- JEC 61850

« Bluetooth, Zigbee, Z-Wave,

2G/3G
« Automobile CAN bus
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)z® EC-Council
CSA C EH C/HFI

Hacking Forensic
Ec-Counchl || Certified Security Analyst Certified § Ethical Hacker Computer § 1 VESTIGATOR

(
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Apktool 4.0 Android e #mzE T B Dozer

QARK 074 Rl TH OSMonitor

Dex2jar 0.0.7.8 EidexigEZREjarte3 Android-vts

JD-GUI 03.6 #jartezH:ZEnjavalRiate Droidbox

Otools 4.0 ipa#HETHE Cycript

iNalyzer 5 ipanit LE BigBoss Tools

Class-dump-z 0.2 ipazir LB Burp suite

Sqlite3 3 FRIlandroid & &= iFunbox

maas 3.2 BiTHx%BEE{ELA Adb
WireShark
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Onward Advanced Testing Service

OWASP Mobile Testing Guide
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Q) HERmEstEzt a3
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NWGEHYQ - Package Name
« Version

AHEERARXRTRZRALERRE ° SHAl HaSh
Mobile Application Security Testing Report
. ) JBI == == oo

sssnes [vmoomne HIEE S
Zt Bt | [VendorAddress]

App %£#% | [AppName] #4433k | [ReportNo] 3=E oo
A4k 3% | [SampleNo] #l Ak | [StartDate] ~ [EndDate] ° IE E 18 E
#4843 |[HardwareVersion] #ERA | V10

/EJ Flitn\l:l
BB REREA BAAR i 55 %IJ_'_I %T:.t ;%

¥ ¥ #¥ « AT - EfREFAR

::Tii}fﬂiiﬁiﬁi§§§¥1§%§ZMMg e S K ot 5 o /}ﬁ'j ,ﬂ = *ﬂ, 1 |5'< %ﬁ j’—_,_ Jg N J nft 218 $£

Rm 1,5F. ,N0.98 Minquan Rd.,Xindian Dist.,New Taipei City 23141, Taiwan (R.O.C.)

Security Assessment Laboratory
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50 3]

R ) 46 3 B 7 0 A . At | st
OnSec-VUZ-MST-106-XX007 | 47 %) /& A #2 K 38 338 5] 45 3L 2] 1+ 1 4
OnSec-VUZ-MST-106-XX008 | 7 /8 A 42 X £ i 5 18 3 4 2 1| B3
OnSec-VUZ-MST-106-XX009 | 478y /& A 2 XA AR B ‘BB B 5 AR 1
OnSec-VUZ-MST-106-XX010 | 478 & Fl #2 K i sp 32 1
OnSec-VUZ-MST-106-XX011 | 478y A #2 X, & & 42 X 45 1 2
OnSec-VUZ-MST-106-XX012 | 478 /& A #2 X & & 2R A 1 (17%)

R | REEF) BIXIE B PR R

T17 m&  |41321 7B ERARXENERAERERATETERE PASS
wE

T18 =& |41322 47 EAR R EREER XA E T R FAIL

T19 P& |41ALIAAHREARKXBAB T 52 RERS PASS
ERE5 %

T20 P& 414127 EAEXBRERE S YR PASS

T21 P& | 4.1.421478 A2 X EE S48 A B A FA M2 R FAIL
%) 45

T22 b4 | 4.1422 47 AR X R REREBEZ AN FAIL

T23 P4 4142347 RARKXBHAEREARBBELTHEEZR FAIL
A BURRM RO ERE

T24 TR 41424478 AR KRB &R BA BB EBEZ AR FAIL
B BATREHEEHETH

T25 ek A5 ATHRARX BB A EERXSE FAIL

T26 P& 41512478 RARKXEEELE RNELREA FAIL
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o TE-FFE : opp@onwardsecurity.com
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